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Course Objectives..... -
Introduction - Features

Installation | Exploration
Introduction to SLAPD LDAP Configuration
LDAP Entries
Client Authentication
Debian | CentOS Clients
LDAP Account Manager
Replication
TLS | SSL Configuration

Chaptert 1: OpenLDAP 2.4 Features
1. Current Major Release: 2.4x - in contrast {0 2.3X ..c.vcervseee
2. Industry Standard Directory Services via: Stand
3. Centralized access to common information: ..............
4. Facilitates the current Virtulization trend, whereby the to spawn numerous instances

3. Provides fast searches of such data....£
6. Quite scalable at providing ac
7. Replication (distribution) of’
Note: 'slurpd' is no longer
8. Consistent presentatio

ctory Information Tree (DIT) across ALL: 'slapd'
11T [ : 15

9. Simpler configuration...... 15
Note: 'slapd-config' influences dedicated configuration DIT instead of standalone

configuration file: 'slapd.conf’ 15
Note: Configuration is still largely the same, just stored inside of LDAP instead of outside
D TN TR ccvcanmssos et om0 16

10, In-built support to convert from: 'slapd.conf' to ﬂiapd-conhg autwupddlcd on Debian

| Ubuntu if exists: 'SIapdueont’ o e e 16
11. Services driven primarily by: 'slapd'................ i 16
12. LDAP Entries (1/nique amalgamations of values) consist 0F ... 16

13. Common implementations follow DNS: i.e. raja.internal => i.c. dc=!"a_| a.de=internal.o=
raja.ou=training
4. [tis common internally to use a sub-domain of Intemet-routable naming scheme: i.e.
rajacom, ad.raja. com, TLA0 IR B OOMY i s dsidistisssosnnivssnssss ebsssasivinssbonssi 16
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15. Entries are referenced using: Distinguished Names (DNs) - Concatenations of entries'
2% 13 011 14 . DI PO e e S L IS o T L S R S w16
16. Directory Information Tree (DIT) - maintained by 'slapd’ instances ... 16
17. Single configuration via - 'slapd-config' .16
18. Ability to dynamically configure: 'slapd’ instances - sans server restart .......oeeeee.. 16
19. Support for a variety of back-ends: BDB, HDB(Default), Custom (i.e. scripts, etc.).
other DBMSs (MySQL., Oracle) ....oovvvieesmnesereseresesesisissmsssensnsassssssensfhsmiiesinsmrenssissane 16
20. Referrals - LDAP can refer client requests to appropriate 'slapd' ine ance(s).............. 16
21. SASL Support for AUthentiCation ... et Qpesssssssissssiss 16
22. TLS | SSL Support for Encryption - Confidentiality & Inteerity - 'ldapfs - TCP:636...... 16
23. Unix Domain Sockets (UDS) Support - 'ldapi://' - el ace s ViKUDS e 16
24, Logging is configurable and defaults to: LOCALA....0....... 16
25. Overlays - Additional (modular) functionality’ pror fing “ooks to various behaiors: i.c.
logging. R TIITTI SRS, © o] A . ARTES————— 16
Chaptert 2: Installation,Exploration’ and _nvircoment.........ccooviiins 17
TOPOOEY . vcinssesmsssstmscsransorsagessnens v S casesy 17
Features: .......cooee. ol : 17
1. Primary daemon: 'SIapd'........ M i sessmssmssressssssspmassrmsrpganessass ol
2. Configured dynamict ly via: 'slapd.d/' - 'Idiff entries - these reﬂect configurations
maintained in new "SGR COMTIGUIALION. c..cucmmsitrerinrsrastseasiesmnssieicsanstssnsisamsmsanssssssassasas 17
Note: This givesaza fiz sysm (FS) view of the current configuration.........cc.eenee: 17
Note: These files bends 1: slapd.d/) are NOT to be modified directly, but rather via DTI
configuratioNg NGERONTIE (DIT) ..o ninisinimnsrssssesmessnsse st sessssmssss st sasssabass 17
B BOUINRTING NN 5 vovvi o csaivarida i s 65 5 o B A oA w8 17
Nage: If Lscessary, provide directives via: 'Slapd.conf’ ..o 18
Noter Lov OT modify LDIFF entries directly - Use: 'ldapadd. ldapmodify. Idapdelete’. 18
3. 1y hmic Configuration Engine - requires fewer SErver restarts .. 18
4. 'slapd.conf' - deprecated - Use: 'slapd-config' command to effect changes dynamically ...... 13
RBIEE oo st o N R S S 8 S e P G54 A e SVt 18
1. Install 'slapd’ on both servers - rajaopenldap[ 12] ..o, 18
PO IBUTTEIEY . savsssussisuusna s ssassissvius svssisssnss soesesunss i vsasi R BHSOEERS s s AR L A A ATHE Y 18
Note: I installer does NOT prompt for 'Admin' password and domain info. then run:"dpkg-
reconfigure -plow slapd' - permits defaults ..o 18
- From Document: http://www.openldap.org/doc/admin24/install.html —not work on
CrtOSGL. .. .coccrmmensmsert b T DR T AR T TS R N S 19
B R SR PR v scvsvevnvvocroess im0 B S S A S RS S0 4 RS 19
b.Unpack the distribution ... .19
c.Run configure..o.

QL BUITA ThE SOTIWITT. 1ovier et se s as s ssss s esssse s ese sttt nenessinnenins )
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. st

¢ Test the build. 20

f. Install the software, ; 20

g. Edit the configuration file 21
Execution: 22

g. Import the configuration database w26
command:. 26
Execution: 26
Notice:Not work!!!!!! on Centos 6 226
Installing and configuring OpenLDAP on Centos 6:

i) Run the following command: %

ii) Generate a password hash to be used as the admin password. This passwd

used when you create the root user for your LDAP installation. For example:... 6
iii) While editing this file, change the distinguished name (DN) oilhcolc “hing
appropriate. The suffix typically corresponds to your DNS do 2 will be
appended to the DN of every other LDAP entry in your LDAP tree. ...\ 4. 27

Note: If the olcRootPW attribute does not already exist, ¢ e value to be
the hash you created from slappasswd. For example:........u.ooo oo doereeesseeo 27

iv) Modify the DN of the root user in the olcDa itof1dif file to match the
olcRootDN line in the olcDatabase={ 2} bdb.Idif file WG - covcissintitianinnos 27

v) Hide the password hashes from users who should not 1. e permission to view them. 27

vi) Make sure that OpenL.LDAP is configured to wl‘n e machine starts up, and start
the OpenL.DAP Service. ....oveceeeeeeeree 28

h. Start SLAPD. 28

Note: the use of single quotes around parameters to prevent special characters
78137 o7 1] N, G N v o S e 28

EXECULION:..oucisrssacsnrsneenses oy ) T — 28

i. Add initial entries to y L S T R R 29

I create an LDIF e gt hcieisiisice e s ssssensssnessssessasses e enenen 29

ii. run Idapadd.. 29

Execution: 30

k. See if it works TS 31

|. You are now ready to add more entries using ldapadd( 1) or another LDAP client. experiment
with various configuration options, hackend arrangements, e1C. ... rummermsrvvsmmmsenseeesseanns 32

ExeeUliO s N 32

HEHHEEE AdD 8 USE 10 LDAP.....cciiiiimmiamsssasmnississsissinssissassssasisonsin ) T 33

it Adding a user to a group e 37

20 Confirm running SIADE s ;

3. Install Ixplored for @raphical USE ... 39

A Explore configuration s imisiiimmisis i s e 40

Exeeution:

EAUSUHON e s

Lxecution:....
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Execution: s 42
Execution; 47
Execution: .49
D I s nosesrrensasomecssabs i o o e R S Ve i 50
Execution for server utilities: 51
Execution for client utilities: .58

Chaptert 3: 'slapd-config’ - Configuration ... il
Features:
1. LDAP-stored and driven configuration
2. Reduces the likelihood of a damaged configuratio

3. 'en=config' - root of configuration of LDA
attributes
4. 'slapd.conf' - still supported, but d
migrate entries from: 'slapd.conf
Configuration - 'slapd-config'..............
Tasks:
1. Explore 'slapd-config' hie
Execution:
Executionsssisssgiia X ¥ 3 5

Note: If you need to i feature in OpenLDAP via 'cn=config' mechanism, you will
often prefix the ith: ‘ol to indicate Openl.DAP Configuration entry: i.e. 'slapd.
conf’ su ive would usually be prefixed with: 'oleNameOfDirective'............ 61

T W . =62

Configuration - Fully-amalgamated................... .62

........ . . .

H ... 63

e logging with: 'en=config' . ... 64
Execution: i 64
Note: This is a realtime, configuration change sans need to restart 'slapd’........cccooevcees 64
Note: Base of interest in new configuration is: 'en=config’' - change keys/values that drive
SETVET BENAVION BEIE ..ot sr s e s srs s s e nm i s 64
Execution: —
Chaptert 4: LDAP Entries and Commands S Vo R R R 67
de=raja.de=internal, 0. ou. users, machines, groups. ete 67
Tasks:...... w7
1. Create basic top-level entries inzde=raja.de=internal ... 67
R OENEITI . . vassmsmonsasanasmsansbebiobs SEod Ny bobbaoR TR Y s s AV VA S st R S aes 67

.. 08




.s..._b..s.! ’f’uaLigaJJJK‘a’kaanSth]_,-u)a aliain ;

Note: 'ldapadd’ permits multiple records sans delimiting ' unlike 'Idapmod:fy' ............... 69
Note: "-¢' option will skip errors pertaining to existing records 69
4 T 69
2. Search for objects —_— 70
Execution: 70

Note: Default search from: 'de=raja,dc=internal’ reveals ALL objects in DIT (dc=raja,
clc“mtemal)

3. Filter Results ...
Execution:
4. Add Users.....
Execution;
Execution:
Execution:
5. Change Users' Passwords
Execution:
4. Modify Users' details

- Note: When modifying records with: 'Idapmodify', separa
with '-', but separate records (LDAP DNs) with whi
Execution:
5. Delete User
Execution:

Chaptert 5: LDAP Authentication .. 87
# LDAP AUTH - Centralized ACCHRMIIS 15 oo eoeseeesss e seees e see e 87
10 T 15T O S ) Ty, T, 87

I. Centralized accounts.........0), ... 87
2. Centralized configurat at. for apphcaimns i.e. MySQL. Postfix. Apache. etc. .... 87

3. Reduced administ .. 87
Typtical Stack: : 87
1. AUTH Client (LDAP Chem) . 87
2 AT OO 50530038 i timapympinspensmmenssssassaszoss spamsasssnss somenss g ene A R PSR S PSS AR 87
3.NSS Hook : 87
¢ 87
Features: ‘ 87
I. Uses: sssd to cache and interact with directory services: i.e. LDAP, NIS, ADS, ete. ... 87
22 BEACK s T 88
Tasks:... RS S S—. b SR RS 88
1. Review | Build stack ........... 88
LN CUIOM ctattets e eeteese s st snas et ee s et s saen st es et e s 88

Note: ‘authconfig' is $SHLI L alternative to updalmg CLIENT AUTH mechanism of
CentOS | RedHat instances.............
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BRI oo i s b o R S A AR A S AR HOEEEH 92
2. Test access to LDAP DIrectory USEIS.....uermarmssssssssssnsssimmessersssemssresissenss 92
Execution: ..... 92
Note: If this fails, re-run: 'system-config-authentication' and check settings .........coeev.u. 100
3. Update PAM config to auto-create SHOME ........coovcvimnimmnimnmveciinssennscnns 100
E R aIION: sisevssvonpineosinssnisasnsposss osmsspesmnsesnsmasussnrassnnsiss 100
4, Update using 'Idapm0d1fy cn=raja3 to have 'loginShell' attribite .. g0 ovvvvivinnninnns 101
BRI oo ssessssaanmusnpmassssomvsmisvirsbsssginiisssssianpissmavsossosssss SN e T ss 473 sssmsosumss 101
Note: new login session may be required 103
THE e amsnensssrmasmseinr @i TG 5 s s s F N P 103
1. Configure Ubuntu to use LDAP AUTH 103
Note: 'nsed' - will cache lookups of: passwd, Zrouniiusts et e 104
Note: UDS 'Idapi://" - requires no AUTH to view onfies 3 RDAP ..o 104

Note: If problems accessing LDAP, re-configur_ vith: ' ke’ reconfigure Idap-auth-config'..... 104
2. Configure dependent LDAP client cofipineniy i 104
Note: prepend: 'passwd', 'group’, and 's_adiw' with: 'ldap ' - to allow NSSWITCH to search

LEDAP forresults:cmama gl Tl it siiag 104
3. Prepare for new AUTH envIIQEEIgs..- .- .- cs:00sesienesisismsasmasssmsssssassasssassasss 104
Note: Add user as obiectc"ass=POb> N_USER to realize via LDAP AUTH client: i.c. 'getent
passwd' 104
4. SSH 1o local LDAL ¢iianu\as LDAP users 104
5. Ensure that: {iathucisk?2 also uses common LDAP . 104
6. Confirm @urren \LDARP client aceess.....veeineenens .. 103
Note: Co.Cei 2057 tedHat systems - check: /Ltu’npmld‘lpﬂdap wnl to ensure apprnprmln
LRV AP QU i cvsssmnsssssusesssismmimisnsissnisminsasns WO, - 105
NCORE L DAP users have: 'uid=raja’ (existing user: i.e. raja), there wlll be amblgum upon
‘i) Ensare that LDAP users do NOT use uid=existing USers .......veveeevrevenmcencscnaens 105
Notc: DAP permits each user object to have multiple 'uid' values. which may conflict with:
FELC/PASSWI USETS....viimsremmareensiaisminsensssnsansbropassssassssassensmasmsnsassnsssasssssmsssssisssssssnnidsinst suseasviensin 105
#Debian Clients - LDAP AUTH #..cooovorvocccrcccreicecce i : e 105
J 1% S S ropes R e e 105
1. Configure Debian clients to use LDAP servers as AUTH sources ..o 103
Note: Password AUTTH issues oflen relate to mismatch in LDAP client algorithm default:
i.e. Server uses: SHA256, client supports MDS ... .. 106
Note: Ensure that ALL LDAP clients use matching algors with LDAP server............... 106

Chaptert 6: LDAP Account Manager - Enterprise LDAP Administration ............ 107
Features: . e sn s nnsnssnenssenenssnes 1T
1. Web GUI 1o assist with LDAP DIT Mdnagemt.nt
2. SChemia BEOWSET «..ooviviiiiccicianireresiessassesssssassasas s ssssssssssmsssssssssasssssssssssssssorsssessanssnsseessaee | U7
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Note : I use jxplorer for LDAP DIT Management. 107
Tasks: 107
1. Install & Explore 107
2. Use Interface - Update defaults.......o.evvcuveciccrcrneenesececesesec s 107
FCIAn-np SASHRD VRIS it i e b sl e sormmnsaessgens 107
4, Create new users e S S R 108
3 TESUCORREEIVIEY «ousinis i i oo iisibir i hssmsssansssrassransepasesssasonts A08
Note: Now that MDS5 algo is part-and-parcel of ALL users, AUTH issues should be fixed .. 10,

6. FUrther eXplOTalion ...........ccummccemmeenasesssssssessssssssessssssssnansessssesessessssnes 108
Note: Use: 'slappasswd' to generate password strings for user accounts when ugiig mDAP,
client utilities e R L8

Note: By default, pam_mkhomedir.so will apply the $USER as the owner s iheir . OME.
This may not be desirable for some applications: i.e. 'sfip' in restricted, K ah-fec =ity mode.
In this case, tweak pam_mkhomedir.so accordingly to flag permissions 's: i.e. oot/ oot'.... 108
Note: Default LDAP implementation permits ALL users, includine aiiaymous, access to

'read’ contents of Default DIT - de=raja.dc=internal.......oc.cccces ceeeomiviereeeees 108
Chaptert 7: Replication W I ————— 109
L e 109
1. New model: Provider | Consumer - instead of 1 faster LSIave...........oooooveveroreennen, 109
2. Providers (Masters) and Consumers (Slavi s wan ‘nterchange roles .........oo..co.eoeeee.nn. 109
30 1 OO OUOTOPOTOTOTUUPRTORES v UL O 4SO 109
Note: If connections are unstable, then ush: 'reticshOnly'(pull) synchronization ........... 109

4. Synchs are provided via special scarcives by consumer to provider: i.e. 'ldapsearch...'109
5. Each synched object(recorC ), habwii ique: entryUUID attribute - more unique than DN
because DN is subject to €02¢ runrorerinnrnrereeereseens

6. Single-Master && Jdulti-Masi > Replication Supported.........oocoeevcerevecerverenns

7. Replicas can be built froin: ackups or using syncrepl (auto-converges)

8. Replication configuration is made directly to DIT DBS .....ooovuiivsnicincscnnessiessenessine
ESKSE 11 esnsnasnsssmmrssoionssrmsssasns sossssmstnimegisp drasprases keansns s Semsmaibimd s i o P e 110

3. Create Dummy POSIX accounts and ensure replication............ R s 113
4. Add: "rajabuild2' as Consumer of: 'rajaopenldapl’..........oovecooeevireeesseseeeceeeeeseesnss 113
Note: 'usermod. 'userdel'. and 'useradd' do NO'T update LDAP by default.................. 114
Note: 'passwd’ command has special hook for LDAP and local userS.........ooooovvevon 114
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1) Configure LDAP Provider. Add syncprov module. 115
2) Configure LDAP Consumer. 115
TG, SRS T BEPHOCINTINIL o eocomammssasmsomns oo st et s SRR S OO 115
3) Configure LDAP Client to bind LDAP Consumer, too. 116
Very Important Note: after ldapsearch the consumer or slave(rajaopenldap2.raja.internal)
you not recive updates and it seem replication not work. .......ccceeeeeee. 116
The Provider or Master resull: .......oeemveesmeessmssncesmmssssessssssssesressnssesn s .18

Chaptert 8: LDAP over TLS - Secure Communications
Features: .......

1. Secure communications over standard LDAP por. »fl TCF. 89 {Jefault)................. 133
Note: Traditionally, LDAP functioned over 2-prts: /['CP:389(Clear-text) &&
TCP:636{Secure)(-H 1dapsi/lf) ......c.ciciusicimsicnncre oo 8 133
Note: (Idaps:///) - considered deprecated ~Gs0: LDAP o /or TLS via TCP:389 .............. 133
Note: With this model, clients will attempy*o usci ILS if available, with clear-text if
unavailable ..o e Reveni 133
TRSKSE cvusamiasmnmannasnig Xl .133
1. Examine default connectic Dl e 133
2. Install TLS support on server. ajaupenldap[12] 133
Note: Yete/ssl/private/cd =y.pem' & Yete/ssl/certs/cacert.pem’ - form the keypair for the
self-signed CA servan,...... . 134
# TLS Client CogfigRatiNg.........cccoccvuvernes e O 135
FCTTUTER s Mo TG s wodamnavwo i s s S S e A e ST 2135
1. Secure ¢ cit.c mmunications with LDAP Servers - Not [)c:fuu!t ............................... 135
2. Clegiigxt i a tailback for default connections using TLS: f.e. 7' ocoiceivinsinnnices 135
Togks: D 135
1. Cloas dap. ;.unl‘ Li:Lnt wnhgurallon F]L ...... 135

22 Default Linux bundle containing numerous certs except internal, self-signed certs...... 133
Nme. One tactic is to append OpenLDAP TLS cert to generic: '/etc/ssl/certs/ca-certificates.

LT VTP T TR T R o =AML T 133
Note: Another tactic, is to create a new, OpenL.DAP-specific bundle file: i.e. Vete/ssl/certs/
e o T e ST 135
Note: TLS | SSL clients auto-cycle through available certs in bundle files... . 133
2. Test Default Connection to Server........... 5135
Note: Ensure that etc/hsots' && || DNS are updated accordingly to tulf'l! extra check of:
O i v R SR G S S T S S S S S 136
Note: At this point. both LDAP servers still support clear-text communications............ 136
3. FHfCE TES | S8l EOMEEIIG o e W T 136
Note: Applied per-database || globally (systemwide).... cererreresennnenees 130

Note: Replication MUST be updated to support TLS if’ I)ii requires u'-nhdum ality..... 136
URL: https://help.ubuntu.com/12.04/serverguide/openldap-server.html....oeoeceocereeen. I 36



