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INTRODUCTION

Welcome 1o Network+ Certification. Through lectures, discussions, demonstra-
tions, textbook exercises, and classroom labs, this courseteaches you the skills
and knowledge necessary to work as an entry-level administrator of a compuler
newwork. The 12 chapters in this book walk you through key concepts of net-

working theory and practice, including a study of protocols, operating sysrems,
and troubleshooting.

TARGET AUDIENCE

This texthook was developed for beginning information technelogy (IT) students
who want to learn to support and Lraublesheot local area networks (LANS) and
wide area neiworks (WANS) consisting of computers running Microsoft Win-
dows and other operating systems. The target audience will provide direct, frent-
line user support, either at a help desk or call cenler, or they will use their knowl-
edge to work in their own network support businesses.

PREREQUISITES

This textbook requires students to meet the following prerequisites:

A working knowledge of the.desktop PC running Microsoft Windews
XP or Windows Server 2003

Prerequisite knowledge and coursework as defined by the learning
institution and the instructor

THE TEXTBOOK

The textbook content has been crafied o provide a2 meaningful learning experi-
ence 1o students in an academic classroom setting. Key features of the Microsoft
Official Academic Course texibooks include the following:

Learning objectives for each chapter that prepare the student for the
topic areas covered in that chapter.
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Intraduction

& Chapter introductions that explain why the information is important.

An inviting design with screen shots, diagrams, tables, bulleted lists,
and other graphical formats that makes the book easy to comprehend
and supports a number of learning styles.

Clear explanations of concepts and principles and frequent exposition
of step-by-step procedures.

A variety of reader aids that highlight a wealth of additional informa-
tion, including; :
) NOTE Real-world application 1ips and aliernative procedures and

explanations cf complex proceduresand concepts

4 CAUTION Warnings about mistakes that can result in loss of daia or
are difficult to resolve

J IMPORTANT Explanations of essential setup steps before a proce-
dure and other critical instructions

2 MORE INFO Additional resources for students

End-of-chapter review questions thart assess knowledge and can serve
as homework, quizzes, and review activities before or after tectures.
{Answers to the textbook questions are available from the instructor.)

Chapter summaries that distill the main ideas in a chapter and rein-
force learning.

Case scenarios, approximately two per chapier, that provide students
with an opportunity o evaluate, analyze, synthesize, and apply infor-
mation learned in the chapter.

A comprehensive glossary that defines key terms introduced in the book.

SUPPLEMENTAL MATERIALS ON STUDENT CD

This bock comes with a Student CD that contains supplemenial materials, a vari-
ety of informational and learning aids that complement the textbook content.

An electronic version of this texibook (¢Book). For information about
using the eBook, see the seclion “eBook Instructions” later in this
introduction.

An eBook of the Microsoft Encyclopedia of Networking, Second Edition.

Microseft PowerPoint slides based on textbook chapters, to assist with
note-aking,

Microsoft Word Viewer and Microsoft PowerPoint Viewer.
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A second CD contains a 180-day evaluation edition of Windows Server 2003
Enterprise Edition.

The 180-day evaluation edition of Windows Server 2003 Enterprise Edilian pro-
vided with this book is not the full retail product; it is provided only for.the pur-
poses of training and evaluation. Microsoft Technical Support does not support
evaluation editions.

eBook Instructions

The eBook is in Portable Document Format (PDF) and must be viewed using
Adobe Acrobat Reader.

L. Insert the Supplemenial Course Materials Student CD into your CD-
ROM drive,

If AutoRun is disabled on your machine, refer 1o the Readme.txi file on
the CD.

2, Om the user interface menu, select Textbook eBook and follow the
prompis. You also can review any of the other eBaoks provided for
your use.

You must have the Student CD in your €D-ROM drive to run the
2Book.

FHE LAB MANUAL

The lab manual is designed for usein either a combined or separate leciure and
lab. The exercises in the lab manual correspond to the texibook chapters and are
for use in a classroom settingsupervised by an insiructor.

The lab manual presentsia rich, hands-on learning experience that encourages
practical solutions and strengthens critical problem-solving skills: «

@ Lab Exercises 1eachprocedures by using a siep-by-siep format. Ques-
tions interspersed throughout Lab Exercises encourage reflection and
critical thinking about the lab aciivity,

8 Lab Review Questions appear at the end of each lab and ask questions
about the lab. They are designed to promote critical reflection.

® Lab Challenges are review activities that ask students to perform a vari-
ation on a iask they performed in the Lab Exercises but to do so with-
out detailed instructions.
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® Troubleshooting Labs, which appe:;r after a number of régular labs and
consist of mid-length review projects, are based on true-to-life scenar-”
i0s. These labs challenge students to “think like an expert” to solve
complex problems.

@ Labs are based on realistic business settings.and incltide an opening
scenario and a list of learning objectives.

Students who successfully complete the Lab Exercises, Lab Review Questions,
Lab Challenges, and Troubleshooting Labs in the lab manual will have a richer
learning experience and deeper understanding of the concepts and methods cov-
ered in the course. They wil! be better able to answer and understand the test-
bank questions, especially the knowledge application and knowledge synthesis
questions. They will also be much better prepared 1o pass the associated certifica-
tion exams il they choose o 1ake them. '

COVERAGE OF EXAM OBJECTIVES

This book is the foundation of acourse that is structured around concepts and
practical knowledge fundamental to this topic area. In doing so, it also addresses
the tasks that are covered in the objeciives for the CompTI[A Network+ exam. The
following table correlates the exam objectives with the textbook chapters and lab
manual lab exercises. Students might find this table useful if they decide 1o take
the certification exam.

NOTE  The Microseft Learning Web site, microsoft.com/fiearning/,
describes the various MCF certification exams and their corresponding
courses. |t provides up-to-date certification information and explaing the
cartification procese and the course options for MCF, as well as specific
certifications offered by Microsoft.

Textbook and Lab Manual Coveraga of Exam Objectives for CompTIA Network+

Textbook ~ Lab Manua!
Objactive Chapter “Content
DOMAIN 1.0; Media and Topologles
1.1 Recognize the following logical or Chapter 2" -

physical network topologies given a
schematic diagram or description:

@ Star
# Bus
@ Mesh
@ Ring
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Textbook and Lab Manual Coverage of Exam Objectives for CompTIA Network+

Texthook

Objective Chapter
1.2 Specify the main features of 802.2 - Chapter 4
(Logical Link Control), 802.3 (Ethernet),
802.5 (Token Ring), 802.11 (wireless), and
FDDI (Fiber Distributed Data Interface)
networking technologies, including;
8 Speed
A Access method (CSMA/CA [Carrier

Sense Multiple Access with Collision

Avoidance] and CSMA/CD [Carrier

Sense Multiple Access with Collision

Detection])
@ Topology

a Media

Lab Manual
Content

iab 4

1.3 Specify the characteristics (for example:  Chapter 4
speed, length, opology, and cable type) of

the following cable standards:

#  10Base-T and 10Base-FL

B 100Base-TX and 100Base-FX

@  1000Base-T, 1000Base-CX,
1000Base-5X, and 1000Base-LX

@ 10GBase-SR, 10GBase-LR, and
10GBase-ER

Lab 4

1.4 Recognize the following media  Chapier 2
connectors or describe their uses, or both:

@  R}11 (Registered Jack)

@ RJ-45 (Registered Jagk)

a F-ype

A ST (straight tip) SC(subscriber
connectot or standard connecior)
1IEEE 1394 (FireWire}

Fiber LC (Local Connector)

8 MT-R] (Mechanical Transfer Regis-
tered Jack)

B USB (universal serial bus)

B &

Lab 2, ' _
Lab 3

Xix
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Toxtbook and Lab Manual Coverage of Exam Objectives for CompTIA Network+

N : Textbook Lab Manuz|
Objactive | Chapter Content
1.5 Recagnize the following media types and Chapter 2 Lab2,
describe their uses; - Lab 3

Category 3, 3, 5e,and 6

UTP (unshielded twisted pair)

STP (shielded twisted pair)

Coaxial cable

SMF (Single Mode Fiber) optic cable ‘

B8 MMF (Multimode Fiber) opiic cable

1.6 Identify the purposes, features, and Chapter 2, Lab 2,

functions of the following network Chapter 3, Lab 3
components: Chapter 9,

® Hubs Chapter 10

8 Switches

Bridges

2 Routers

B Gateways

®  CSU/DSU (Channel Service Unit/

Drata Service Unit)

@  NICs (netwark interface cards)

B8 ISDN (Inregrated Services Digital
Network) adaplers

@  WAPs (wireless access points)

@  Modems

& Transceivers (media converters)

Firewalls

1.7 Specify the general characleristics (for Chapter 4
example: cartier speed, frequency, transmis-
sion type, and topology) of the following
wireless technologies:
& 80211 (Frequency hopping
spread spectrum)
@ 802.11x (Direct sequence spread
spectrum)

A  Infrared

@ Bluetooth
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Taxtbook and Lab Manual Coverage of Exam Objectives for CompTIA Networlk+

Texthook
Objective Chaptisr
1.8 ldenuify factors which affect the range ~ Chapter 4
and speed of wireless service (for example:
interference, antenna type, and environmen-
tal factors).

tab Manual
Content

DOMAIN 2.0: Protocols and Standards

2.1 tdentify a MAC (Media Access Control) Chapter 4
address and its parts.

Lab 4

2.2 Identify the seven layers of the OS! Chapter 1
(Open Systems Interconnect) model and
their functions.

2.3 Identify the OSI layers at whichthe ~  Chapler 3
following network components operate:
@ Hubs

Switches

Routers
NICs
B WAPs

)
@ Bridges
&
a

Lab 1

2.4 Differentiate between the foliowing Chapter 5
neiwork protocols in terms of routing,
addressing schemes, interoperability, and
naming conventions:
B [PX/SPX (Internetwork Packet
Exchange/Sequence Packet
Exchange)
&  NetBEUI (Network Basic [npuy/Output
System Extended User Interface}
®  AppleTatk/AppleTalk over 1P
{Internet Protacol)
@  TCP/IP (Transmission Control
Protecol/Internet Preiocol)

Lab 5

2.5 Identify the components and structure of Chapter 5
{P addresses (IPv4, IPv6) and the required
setting for connections across the Internel.

Lab 5,
Lab 6,
Lab 7

2.6 Identify classful 1P ranges and their Chapter 5

subnet masks (for example: Class A, B,
and C).

Lab 5,
Lab 6,
Lab7

2.7 tdentify the purpose of subnetting.
Chapter 7,

Lab7,
1lab 8

i
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Textbook and Lab Manual Coverage of Exam Objectives for CompTIA Network+

Textbook Lab Manual

Objective Chapter Content
2.8 Identify the differences between public  Chapter 5
and private netwerk addressing schemes. :
2.9 Identify and diflerentiate between the . Chapter 5, Lab 8
following 1P addressing methods: Chapter 8
@  Stalic
B Dynamic .
B Selfassigned {APIPA [Automatic

Privale [P Addressing]) _
2.10 Define the purpose, function and use of - Chapter 7 Lab 5,
the [ollowing protocols used in the TCP/IP Lab &,
suite: Lab 7,
@  TCP (Transmission Conirol Protocol) Lab 11
B UDP (User Datagram Protocol)
m  FTP (File Transfer Protocal)
@  SFTP (Secure File Transler Prolocol)
@ TFTP (Trivial File Tramsler Protocol)
a  SMTP (Simple Mail Transfer Protocol)
B HTTP (Hypertext Transfer Protocol)
@ HTTPS (Hypertext Transfer Protocol

Secure)
@ POP3/IMAP4 (Post Office Protocol

version 3/Internet Message Access

Pratocol version 4)
8 Telnet
SSH (Secure Shell)
@ ICMP (Internet Control Message

Protocol)
ARP/RARF (Address Resolution

Protocol/Reverse Address Resoluiion

Protocol)
B NTP (Network Time Protocol)
® NNTP (Network News Transport

Protocol)
@ SCP (Secure Copy Protocol)
a 1DAP (Lig}'l'tweight Directory Access

Protocol)
B IGMP (Internei Group Multicast

Pretocol) )
B LPR{Line Printer Remote)
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Textboak and Lab'Manual Coverage of Exam Objectives for CompTIA Network +

Texthock Lak Manual
Objective Chapter Content
2.11 Define the function of TCF/UDP Chapter 6 Lab 6
{Transmission Control Protocel/User Data-
gram Protocal} ports.
2.12 Identily the well known ports Chapter 6
associated with the following commonly
used services and protocols:
a 20FTP
a  21FTP
B 2255H
B 23 Telnet
B 25 SMTP
B 53 DNS {Domain Name Service)
m 69 TFTP
80 HTTP
® 110POP3
8 119 NNTP
@ 123 NTP
& 143 IMAP4
a 443 HTTPS
2.13 Idemify the purpose ol network Chapter 8, lLab 8,
services and protocols (for example: ONS,  Chapter 9 Lab 10

NAT [Newwork Address Translation], 1CS
[Internet Connection Sharing], WINS [Win-
dows Internet Name Service}, SNMP [Simple
Network Management Protocol], NFS [Net-
work File System], Zerocanf (Zero configura-
tonj, SMB [Server Message Block], AFP
{Apple File Protocol], LPD [Line Printer Dae-
mon), and Samba}).

xxiii
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Textbook and Lab Manual Coveraga of Exam Objectivas for CompTIA Network+
‘ Texthook Lab Manual

Objactive o Chapter Content

2.14 Identify the basic characteristics {(for ~ Chapter 10 '

example: speed, capacity, and media) of the

following WAN technologies:

Packer switching

Circuit switching

15BN

FDDI

T1 (T Carrier level 1)/E1/]1

T3 (T Carrier level 3)/E3/]3

OCx

B X25
2.15 Identify the basic characteristies of the Chapter 10
fellowing Interner access lechnologies:
B xDSL {Digital Subscriber Line)
@ Broadband Cable (Cable modem)
@  POTS/PSTN (Plain Cld Telephone
Service/Public Switched Telephone
Nerwork)

@ Satellite

a  Wireless

2.16 Define the function of the following  Chapter 10 Lab 10
Temole access protocols and services: :
@ RAS(Remote Access Service)

a8 ¢ PPP {Point-to-Point Protocol)
#1  SLIP (Serial Line Internet Protocol)
fic]

PPPoE (Poini-to-Point Proiocel over
Ethernet}

PPTP (Point-10-Point Tunneling
Protocol)

VPN ({virtual private network)
®  RDP (Remote Deskiop Protocol)
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Textbook and Lab Manua! Coverage of £xam Objectives for CompTIA Network+

Textbook Lab Manual
Objuactive : Chapter Content
2.17 1denuify the following security protocols Chapter 9 Lab IO
and describe their purpose and funciion:
B [PSec (IP security)
B  L2TP(Layer 2 Tunneling Protocel)
A 351 (Secure Sockeis Layer)
@  WEP (Wired Equivalent Privacy)
@  WPA (Wi-Fi Protected Access)

a 802lx

2.18 1dentify authentication protocols {for ~ Chapter 10
example: CHAP [Challenge Handshake

Autheniication Protocol], MS-CHAP

[Microsoft Challenge Handshake Authenlica-

tion Protocol), PAP [Password Authentication

Protocolj, RADIUS [Remote Authentication

Dial-In User Service], Kerberos, and FAP

{Extensible Authentication Protocol]).

DOMAIN 3.0: Netwark Implamentatian

3.1 1dentify the basic capabilities (for exam- Chapter 8 Lab 8
ple: client support, interoperability, authen-

tication, file and print services, application

support, and security) of the {ollowing

server operating systems to access network

resources:
O  UNIX/Linux/Mac OS X Server
B NetWare

a Windows

@  AppleShare 1P

3.2 1demily the basic capabilities needed for ~ Chapier 8 Lab8
client workstations 1o connect Lo and use net-

work resources (for example: media, network

protocols, and peer and server services).

3.3 ldentify the appropriate tool for a given  Chapter 2,
wiring task (for example: wire crimper, Chapter 11
media tester/ceriifier, punchdown tool, or

tone generator),
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Tex(bo.ok and Lab Manual Coverage of Exam Objectives for CompTIA Network+

Texthook
Objective Chapter
3.4 Given a remote connectivily scenario Chapier 10
comprised of a protocol, an authentication
scheme, and physical connectivity, configure
the connection. Includes connection to the
following servers:
@ UNIX/Linux/MAC OS X Server

@ NetWare
B Windows
@  AppleShare IP

Lab Manual
Content

Lab 10

3.5 ldentify the purpose, benefits, and Chapter &
characteristics of using a firewall.

Lab o,
Lab 10

3.6 Idemify the purpose, benefits, and Chapter &
characteristics of using a proxy service. .

Lab ¥

3.7 Given a connectivity scenatio, determine Chapter ¢
the impact on newwork functionality of a par-

ticular security implementation (for exam-

ple: port blocking/filiering, authentication,

and encryption).

Lah 9

3.8 Identily the main characteristics of- Chapter 3
VLANSs (virtual local area networks).

3.9 Identify the main characieristics and Chapter !
purpose of extranets and intranets.

3.10 ldentify the purpose, benefits, and Chapter §
characieristics of using anuvirus software.

3.11 Identify the purpose and characteristics Chapter 9
of fault tolerance:
B  Power

@  Link redundancy
@ Storage

B Services

3.12 Identify the purpose and characteristics Chapter 9
of disaster recovery:

Backup/restore

Offsite storage

Hot and cold spares

Hot, warm, and cold sites

Lab9
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Textbook and Lab Manual Coverage of Exam Objectives for CompTIA Network+

Objective
DOMAIN 4.0: Network Support

Textbook
Chapter

Lab Manual
Content

4.1 Given a troubleshootling scenario, select
the appropriate network utility from among
the following;

Tracert/traceroute

Ping

Arp

Netstat

Nbistat
Ipconlig/ifconfig

<]

Winipefg
@ Nslookup/dig

Chapter 11

Lab 11

4.2 Given output from a network diagnostic
utility {for example, those utilities lisied in
objective 4.1}, identify the utility and inter-
pret the output.

4.3 Given a network scenario, interpret
visual indicators (for example: link LEDs
light-emitting diodes] and collision LEDs o
determine the nature of a stated problem.)

Chapter 11

Lab 11

N adl

4.4 Given a roubleshooting scenario
involving a client accessing remote neiwork
services, identify the cause ofthe problem
(for example: file services, print services,
authentication failure, protecolconfigura-
tion, physical connectivity, and SOHO
[Small Office/Heme Office] router).

Chapter 12

Lab 10

4.5 Given a troubleshooting scenario between
a client and the following server environ-
ments, identify the cause of a staled problem:
g3  UNIX/Linux/Mac OS X Server

B NelWare

B Windows

B  AppleShare [P

Chapter 12

wvii
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Textbook and Lab Manual Coverage of Exam Objectives for CompTIA Network+

. Textbook Lab Manusl
Objective Chapter Content
4.6 Given a scenario, determine the impact  Chapter 8 Lab 8

ol modifying, adding, or removirig network
services (for example: DHCP [Dynamic Host
Configuration Protocol], DNS, and WINS}
for network resources and users.
4.7 Given a troubleshooting scenario Chapter 12 Lab 12
involving a network with a particular physi-
cal topology (for example: bus, star, mesh,
or ring) and including a network diagram,
identify the network area aflected and the
cause of the stated [ailure.
4.8 Given a network troubleshooting Chapter 12 Lab 12
scenario involving an infrastructure (for
example: wired or wireless) prablem, iden-
tify the cause of a stated problem (for exam-
ple: bad media, interference, network
hardware, or environment).
49 Given a network problem scenario, Chapter 12 Lab 12
select an appropriate course of action based
on a logical troubleshooting strategy. This
strategy can include the following steps:
1. Identify the symptoms and potential
causes.

1dentify the affected area.
Establish what has changed.
Select the most probable cause.

WS W~

Implement an action plan and solution
including potential effecis.

Test the result.

=

7. ldentify the results and effects of the
solution.
8, Document the solution and process.

MICROSOFT CERTIFIED PROFESSIONAL PROGRAM

The Microsoft Certified Professional (MCP) program is one way 1o prove your
proficiency with current Microsoft products and technologies. These exams and
corresponding certifications are developed to validate your mastery of critical
competencies as you design and develop, or implement and support, solutions
using Microsoft products and technologies. Computer professionals who become
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Microsolt certified are recognized as experts and are sought after industry-wide,
Certification brings a variety of benefits to the individual and to employers and
organizations. For z full list of MCP benefits, go to microsoft.com/learning/ itpro/
default.asp.

Certifications

The MCP program offers multiple certifications, based on specific areas of techni:
cal expertise. The certifications offered are as [ollows:

@ Microsoft Certfied Professional (MCP) In-depth’knowledge ofat
least one Windows operating system or architecturally significant plat-
form. An MCP is qualified 10 implement a Microsofi product or tech-
nology as part of a business solution for an organization,

@ Microsoft Certified Systems Engineer (MCSE) " Qualified to elfec-
tively analyze the business requirements for business solutions and
design and implement the infrastructure based onthe Windows and
Windows Server 2003 operating systems.

@ Microsoft Certified Systems Administrator (MCSA) Qualified to
manage and troubleshoat existing network and system environments
based on the Windows and Windows Server 2003 operating systems.

Microsoft Certified Database Administrator (MCDBA) Qualified
to design, implement, and administer Micraseft SQL Server databases.

@ Microsoft Certifled Desktop Support Technician
(MCDST) Qualified 1o supportend users and 1o troubleshoot desk-
top environments on the Windows operating system,

MCP Requirements

Requirements differ {or cach certification and are specific to the products and job
functions addressed by the certification. To become an MCP you must pass rigor-
ous certification exams that provide a valid and reliable measure of technical pro-
ficiency and expertise. These exams are designed (o 1est your expertise and ability
1o perform a role‘otitask with a product, and they are developed with the input of
industry professionals. Exam questions reflect how Microsoft products are used
in actual organizaticns, giving them real-world relevance. The requirements {or
each certification ate as follows;

Microsoft Certified Professional (MCP) candidates are required to pass
one current Microsoft certification exam. Candidates can pass addi-
tional Microsoft certification exarns to validate their skills with other
Microsolt products, development tools, or deskiop applications.

oy .
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@ Mlcrosof t Certified Systems Engineer (MCSE} candidates are requtred
to pass five core exams and two elective exams.

@ Microsoft Certified Systems Administrator (MCSA) candidates are
required to pass three core exams and one elective exam.

a Microsoft Certified Database Adminisirator (MCDBA) candidates are
required to pass ihree core exams and one elegtive exam,

® Microsoft Certified Desktop Support Technician (MCDST) candidates
are required (o pass two coTe exams.
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MICROSOFT OFFICIAL ACADEMIC COURSE SUPPORT

Every efforl has been made to ensure the accuracy of the material in this book
and the contents of the companion CD. Microsoft Learning provides corrections
for books through the World Wide Web at the following address:

microsoft.com/learning/support/

To connect directly to the Microsoft Learning Knowledge Base and enter a query
regarding a question or issue that you have, go to:

microsoft.com/learning/support/search.asp
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Il you have comments, questions, or ideas regarding this book or the companion
CD that are not answered by querying the Knowledge Base, please send them to
Microsolt Learning by e-mail to:

moac@microsoft.com

Or send them by postal mail to!
Microsoft Learning

Attn; Network+ Certification Editor
Cne Microseft Way

Redmond, WA 98052-6399

Please note that preduct support is not offered through the preceding addresses.

-VALUATION EDITION SOFTWARE SUPPORT

A 1B0-day sofltware evaluation edition of Windows Server 2003 Enterprise Edi-
tion is provided with 1his textbook. This version is not the full retail product and
is provided only for training and evaluation purpases. Microsoft and Microsoft
Technical Support do not support this evaluation edition. 1t differs from the retail
version only in that Microseft and Microsoft Technical Support does not support
it,and it expires after 180 days. For information about issues relating to the use of
evaluation edirions, go to the Support section of the Microsolt Learning Web site
(microsoft.com/learning/support/).

For online support information relating to the full version of Windows Server
2003 Enterprise Edition that might also apply to the evaluation edilion, go to
suppert.microsoft.com. For informationiabout ordering the full version of any
Microsofl software, call Microsoft Sales at (800) 426-9400 or visit microsoft.com.



