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Introduction

This training kit is designed for [T professionals who support or plan to support Microsofi
Windows Server 2008 Active Directory Domain Services (AD DS) and who also plan to 1ake
the Microsoft Certified Technology Specialist (MCTS) 70-640 examinalion. It is assumed that,
befare you begin using this kit, you have a solid foundation-level understanding of Microsoft
Windows client and server operaling systems and common Internet technelogies. The MCTS
exam, and this book, assume that you have ai least one year of experience administering AD DS.

The material covered in this training kit and on the 70-640 exam builds on your understand-
ing and experience to help you implement AD DS in distribmteffienvironments that can

include complex neiwork services and multiple locations and ontrollers. By using
this training kit, you will learn how to do the following:

m  Deploy Active Directory Domain Services, Active Dir@ Q l*ﬁwcight Directory Services,
Actiive Direclory Certificale Services, Active Di r eralion Services, and Aclive

Directory Righls Management Services in g [ores main.

B Upgrade existing domain controllers, donais, foresis 1o Windows Server 2008.

Efficiently administer and automate th inistration of users, groups, and computers.

m  Manage the configuration andggcufity omain by using Group Policy, fine-grained

iting, and the Security Configuration Wizard.

vith Domain Name System (DNS) on Windows

Server 2008. *

8 Plan, configure, and replication of Active Directory data within and between
siles.

B Add, remove, 1d back up domain controllers.

B Enable aut between domains and forests.

m lnple

Find additional content enline  As new or updaied material that complements your book
becomes available, it will be posted on the Microsoft Press Online Windows Server and Client Web
site. Based on the final build of Windows Server 2008, the type of material you might find includes
updates to book content, articles, links to companion content, errata, sample chapters, and more,
This Web site will be available soon at http//www.microsoft.com/earning/books/online/serverclient
and will be updated periodically.

XXix



Making the Most of the Training Kit

This training kit will prepare you for the 70-640 MCTS exam, which covers a large number ol
concepts and skills relaied to the implementation and administration of AD DS on Windows
Server 2008. To provide you with the best possible learning experience, each lesson in the
training kit inctudes content, practices, and review questions, and each chapter adds case sce-
nario exercises and suggested practices. The companion CD provides links to external
resources and dozens of sample questions.

We recommend that you take advantage of each of these components in the training kit. Some
concepts or skills are easiest 1o learn within the context of a practice or sample questions, so
these concepis and skills might be introduced in the practices orgample questions and not in
the main body of the lesson. Don’t make the mistake of reading thi§le s and not perform-
ing the practices or of performing practices and taking sample ex:&l out reading the les-
sons. Even if you do not have an environment with whi iforgn practices, at least read
and think through the steps so that you gain the benefit o ideas they introduce.

Setup and Hardware Requiremen

Practice exercises are a valuable component
important skills directly, reinforce magri

gaining kit. They enable you to experience
is in lessons, and even introduce new con-
cepts. Each lesson and practice describ uirements for exercises. Although many les-
sons require only one computer, gonfigu®d as a domain controller for a sample domain
named contoso.com, some lesso uir@®additional compuiers acting as a second domain
controller in the domain, as ontroller in another domain in the same forest, as a
domain centroller in anotheRfo or as a server performing other roles,

(chapters 1-13) require, at most, three machines running
ering other Active Directory roles require up to seven machines
o provide a comprehensive experience with the technology.

The chapters that co
simultaneously. Chaptgr
running simultan

It is highly recomm¥ehded that you use virtual machines rather than physical computers to
work through the lessons and practices. Doing so will reduce the time and expense of config-
uring physical computers. You can use Virtual PC 2007 or later or Virtual Server 2005 R2 or
later, which you can download for free at hitp://www.microsoft.com/downloads. You can use
other virtualization software instead, such as VMware Workstation or VMware Server, which
can be downloaded at http://www.ymware.com. Refer 1o the documentation of your selecied
virwualization software for guidance regarding the creation of virtual machines for Windows
Server 2008.

Windows Server 2008 can run comforiably with 512 megabytes (MB) of memory in small
environments such as the sample contoso.com domain. As you provision virtual machines, be
sure to give each machine at leasi 512 MB of RAM. 1t is recommended that the physical host



XHXi

running the virtual machines have sufficient physical RAM for the host operating sysiem and
each of the concurrenily running virtual machines. If you encounter performance botilenecks
while running multiple virtual machines on a single physical host, consider running virtual
machines on different physical hosis. Ensure that all virtua! machines can network with cach
other. It is highly recommended that the environment be tolally disconnected from your pro-
duciion environment.

The authors recommend that you preserve each of the virtual machines you create untiil you
have completed the training kil Afier each chapier, create a backup or snapshot of the virtual
machines used in that chapter so that you can reuse them as required in later exercises.

. *
Software Requirements and Setup \n
ercises¥n this training kit. Sev-

You must have a copy of Windows Server 2008 1o perform the
eral exercises require Windows Server 2003, and some €
Vista.

heRrcises require Windows

Evaluation versions ol Windows Server 2008 can
/downloads. To perform the exercises in this traini
Enterprise editions, and you can use either 3

or virtualization platform you have select
tions for the first domain controller in
training kit. Lessons that require an addit
figuration of that computer.

d from http://www.microsoft.com

can install either the Standard or

it versions, according 1o the hardware
1, “Installation,” includes setup instruc-
so.com domain, which is used throughout this
al computer provide guidance regarding the con-

6

Using the CD

A companion CD, it wilh this training kit, contains the following:

B Practice tes can reinforce your understanding of how to configure Windows
Server 2 using electronic practice Lests you customize 0 meet your needs from
the pool of 1.e5son Review questions in this book. Aliernatively, you can practice for
the 70-640 certification exam by using tests created {rom a pool of 200 realistic exam
questions, which give you many practice scenarios (o ensure that you are prepared.

B AneBook An elecironic version (eBock) of this book is included for when you do not
want (o carry the prinied book with you. The eBook is in Portable Document Formai
(PDF). and you can view it by using Adobe Acrobat or Adobe Reader.

B Sample chapters Samplc chapters [rom other Microsofl Press titles on Windows Server
2008 are offered on the CD. These chapters are in PDF.



Digital Content for Digital Book Readers: If you bought a digital-only edition of this boak, you can
enjoy select content from the print edition’s companion CD. Visit http://go.microsoft.com/fwlink
f1Linkld=114977 to get your downloadable content. This content is always up-to-date and available
to all readers.
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How to Install the Practice Tests

To install the practice test scitware from the companion CD to your hard disk, do the following;

1.

2,

insert the companion CD into your CD drive and accept the license agreement. A CD
menu appears.

NOTE If the CD menu does not appear ¢

If the CD menu ar the license agreement does not appear, Aut& ght be disabled on
your computer. Refer to the Readme txt file on the CD-R ar a&e nate installation instruc-
tions.

Click Practice Tests and follow the instructio creen.

How to Use the Practice Tests

To start Lthe practice test software, foldow the S.

1.

Click Start\All Programs\Microso Training Kit Exam Prep.

A window appears that sho
installed on your comput
Double<lick the less

al“. e Microsoft Press training kit exam prep suites

FOr practice [est you want (o use.

NOTE Lesson

Select the {
use the

practice tests

Y onfiguring Windows Server 2008 Active Directory lesson review to
om the “"Lesson Review” sections of this book. Select the (70-640) TS:
dows Server 2008 Active Directory practice test to use a pool of 200 ques-
tions similar to“those that appear on the 70-640 certification exam.

Lesson Review Options

When you start a lesson review, the Custom Mode dialog box appears so that you can config-
ure your test. You can click OK to accept the defaults, or you can customize the number of
questions you want, how the practice test software works, which exam objectives you want the
questions to relate to, and whether you want your lesson review to be timed. if you are retaking
a test, you can select whether you want to see all the questions again or only the questions you
missed or did not answer.



After you click OK, your lesson review starts.

m To take the test, answer the questions and use the Next and Previous buttons to move
from question to question.

m Alter you answer an individual question, if you want to see which answers are correct—
along with an explanation of each correct answer—click Explanation.

m [ you prefer to wait until the end of the test to see how you did, answer all the questions
and then click Score Test. You will see a summary of the exam objectives you chose and
the percentage of questions you got right overall and per objective. You can printa copy
of your test, review your answers, or retake the test,

Practice Test Options .

When you slart a practice test, you choose whether 10 take the 188 ifCertification Mode,
Study Mode, or Custom Mode.

B Certification Mode Closely resembles the experiencs
test has a set number of questions. It is timed

g a certification exam. The
annot pause and restart the

timmer.
B Study Mode Creales an untimed test in w& an review the correct answers and
the explanations after you answer each @n,
B Custom Mede Gives you [vll cgnirdl oW
them as you like.

test options so that you can customize

In all modes, the user interface wh
ferent oplions enabled or disab
in the previous section, “Le

you ar@taking the test is basically the same but with dif-
ending on the mcde. The main options are discussed
view Options.”

When you review your af
provided that lists w
question and prog
sCoTe your enti
every objective.

o an individual practice test question, a “References” section is
training kit you ¢an find the inlormation that relates to that
to other sources of information. After you click Test Results to
test, you can click the Learning Plan 1ab to sce a list of references for

How to Uninstall the Practice Tests

To uninstall the practice test software for a training kii, use the Add Or Remove Programs
option (Windows XP) or the Programs And Features option (Windows Vista) in Windows
Control Panel.
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Microsoft Certified Professional Program

The Microsoft certifications provide the best method to prove your command of current
Microsoft products and technologies. The exams and corresponding certifications are devel-
oped to validate your mastery of critical competencies as you design and develop or imple-
ment and support solutions with Microsoft products and technologies. Computer
professionals who become Microsoft certified are recognized as experts and are sought after
industry-wide. Certification brings a variety of benefits to the individual and te employers and
organizations.

MORE INFO All the Microsoft certifications
For a full list of Microsoft certifications, go to http.//www microsoft.cem/R@rning/mcp/default.asp.

Technical Support ¢

Every effort has been made to ensure the accuracy g
panion CD. If you have comments, questions, ofiél

CD, please send them 1o Microsoft Press by uging @i
B [-mail: tkinput@microsoft.com @

m Postal mail at

bogk and the contents of the com-
@r‘ ding this book or the companion
erof the following methods:

Microsoft Press
Autn: MCTS Self-Paced Traini
Active Directory, Editor
One Microsoft Way
Redmond, WA 98

Kit (FxXam 70-640): Configuring Windows Server 2008

For additional supp
to commeonly as

mation regarding this book and the CD-ROM (including answers
csiions about instatlation and use), visit the Microsoft Press Book and
CD Supportt ttp.//www.microsoft.com/learning/support/books. To connect directly
to Microsoft Kno ge Base and enter a query, visit http://support. microsoft.com/search. For
support information regarding Microsoft software, connect to http://support. micresoft.com.



